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Developing a Digital Surveillance Ecosystem
at the National Level: An Interpretive
Structural Modeling (ISM Approach)

Mehdi Hedayatfar (Ph.D. in Industrial Management, University of
Tehran)
Ayoub Mohammadian Associate Professor, University of Tehran,
Faculty of Industrial Management and Technology)
Parisa Rasoulian (Ph.D. in entrepreneurship, University of Tehran)

Abstract

In the era of digital transformation, traditional oversight mechanisms are in-
creasingly inadequate for addressing the complexity and pace of governance.
The rise of new technologies, data-driven methodologies, and participatory
models has amplified the urgency to design a robust digital oversight ecosys-
tem. This study aims to identify and structurally prioritize the factors essential
for establishing and advancing such an ecosystem at the national level.
Employing a mixed-methods design, the research unfolded in two sequential
phases: meta-synthesis and Interpretive Structural Modeling (ISM). First, a
meta-synthesis of 15 reputable international scientific documents published
between 2015 and 2025 was conducted to extract key contributing factors.
Subsequently, ISM analysis was applied to expert judgments to determine the
structural relationships and hierarchical priorities among these factors.

The findings categorize the influential factors into a five-level conceptual
hierarchy:

e | eadership & Political Will (the most fundamental driving factor)

e Digital Infrastructure & Data Culture (enabling

infrastructural factors)



e Supportive & Oversight Processes (operational factors)

e Ecosystem Interactions (structural and relational factors)

¢ Governance Values—transparency, justice, and public trust (the ultimate
outcome factors)

The resulting model illustrates that the successful implementation of a digital
oversight ecosystem depends on the sustained interaction and alignment of
technical, cultural, and institutional elements. It underscores that technological
adoption alone, without concurrent structural reforms and transformative leader-
ship, is insufficient.

The primary innovation of this research lies in proposing a multi-level, interac-
tive, and generalizable analytical model for the digital oversight ecosystem. This
framework offers conceptual utility for policymakers and provides a foundation
for designing performance indicators, evaluation frameworks, and targeted
digital transformation programs within national oversight institutions.
Keywords: Digital Ecosystem, Digital Oversight, Administrative Corruption,
Interpretive Structural Modeling (ISM), Institutional Transparency.
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